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What to test?

Configurations

How do we cover as much 
behavior as possible?



Testing 
Criteria

Statement testing

Branch testing

Basic 
condition testing

MC/DC testing

Compound 
condition testing

Path testing

Loop boundary 
testing

Branch and 
condition testingLCSAJ testing

Boundary 
interior testing
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Dijkstra’s Curse

Configurations

Testing can only find the 
presence of errors, 
 not their absence
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static	
  tree	
  
fold_negate_expr	
  (location_t	
  loc,	
  tree	
  t)	
  
{	
  
	
  	
  	
  	
  //	
  200	
  Lines...	
  
	
  	
  	
  	
  tem	
  =	
  TREE_OPERAND	
  (t,	
  0);	
  
	
  	
  	
  	
  if	
  ((INTEGRAL_TYPE_P	
  (type)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  &&	
  (TREE_CODE	
  (tem)	
  ==	
  NEGATE_EXPR	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  ||	
  (TREE_CODE	
  (tem)	
  ==	
  INTEGER_CST	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  &&	
  may_negate_without_overflow_p	
  (tem))))	
  
	
  	
  	
  	
  	
  	
  	
  	
  ||	
  !INTEGRAL_TYPE_P	
  (type))	
  
	
  	
  	
  	
  	
  	
  	
  	
  return	
  fold_build2_loc	
  (loc,	
  TREE_CODE	
  (t),	
  type,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  negate_expr	
  (tem),	
  TREE_OPERAND	
  (t,	
  1));	
  
}

“This might crash”

if t is null
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static analysis 
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errors here…
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Zeller’s Variation on Dijkstra

Configurations
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the absence of errors, 
 but never their presence



The Best of two Worlds
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public class RandoopTest0 extends TestCase { 
  ... 
   
  public void test8() throws Throwable { 
    if (debug) System.out.printf("%nRandoopTest0.test8"); 
!
    AddressBook var0 = new AddressBook(); 
    EventHandler var1 = var0.getEventHandler(); 
    Category var2 = var0.getRootCategory(); 
    Contact var3 = new Contact(); 
    AddressBook var4 = new AddressBook(); 
    EventHandler var5 = var4.getEventHandler(); 
    Category var6 = var4.getRootCategory(); 
    String var7 = var6.getName(); 
    var0.addCategory(var3, var6); 
    SelectionHandler var9 = new SelectionHandler(); 
    AddressBook var10 = new AddressBook(); 
    EventHandler var11 = var10.getEventHandler(); 
    Category var12 = var10.getRootCategory(); 

Generated Unit Test



    MainWindow var64 = new MainWindow(var0); 
    AddressBook var65 = new AddressBook(); 
    EventHandler var66 = var65.getEventHandler(); 
    Category var67 = var65.getRootCategory(); 
    Contact var68 = new Contact(); 
    Category[] var69 = var68.getCategories(); 
    var65.removeContact(var68); 
    java.util.List var71 = var65.getContacts(); 
    AddressBook var72 = new AddressBook(); 
    EventHandler var73 = var72.getEventHandler(); 
    Category var74 = var72.getRootCategory(); 
    EventHandler var75 = var72.getEventHandler(); 
    SelectionHandler var76 = new SelectionHandler(); 
    actions.CreateContactAction var77 = new actions.CreateContactAction(var72, var76); 
    boolean var78 = var77.isEnabled(); 
    AddressBook var79 = new AddressBook(); 
    EventHandler var80 = var79.getEventHandler(); 
    Category var81 = var79.getRootCategory(); 
    String var82 = var81.getName(); 
    var77.categorySelected(var81); 
    Category var85 = var65.createCategory(var81, "hi!"); 
    String var86 = var85.toString(); 
    Category var88 = var0.createCategory(var85, "exceptions.NameAlreadyInUseException"); 
  } 
!



Simplified Test Case

public class RandoopTest0 extends TestCase { 
  public void test8() throws Throwable { 
    if (debug) System.out.printf("%nRandoopTest0.test8"); 
!
    AddressBook a1 = new AddressBook(); 
    AddressBook a2 = new AddressBook(); 
    Category a1c = a1.createCategory(a1.getRootCategory(), "a1c"); 
    Category a2c = a2.createCategory(a1c, "a2c"); 
  } 
}



how many addressbooks?



public class RandoopTest0 extends TestCase { 
  public void test8() throws Throwable { 
    if (debug) System.out.printf("%nRandoopTest0.test8"); 
!
    AddressBook a1 = new AddressBook(); 
    AddressBook a2 = new AddressBook(); 
    Category a1c = a1.createCategory(a1.getRootCategory(), "a1c"); 
    Category a2c = a2.createCategory(a1c, "a2c"); 
  } 
}

a1 a1c a2ca2

in

sub-category of

in
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at the system level



anything that 
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is real

test generation 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static	
  tree	
  
fold_negate_expr	
  (location_t	
  loc,	
  tree	
  t)	
  
{	
  
	
  	
  	
  	
  //	
  200	
  Lines...	
  
	
  	
  	
  	
  tem	
  =	
  TREE_OPERAND	
  (t,	
  0);	
  
	
  	
  	
  	
  if	
  ((INTEGRAL_TYPE_P	
  (type)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  &&	
  (TREE_CODE	
  (tem)	
  ==	
  NEGATE_EXPR	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  ||	
  (TREE_CODE	
  (tem)	
  ==	
  INTEGER_CST	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  &&	
  may_negate_without_overflow_p	
  (tem))))	
  
	
  	
  	
  	
  	
  	
  	
  	
  ||	
  !INTEGRAL_TYPE_P	
  (type))	
  
	
  	
  	
  	
  	
  	
  	
  	
  return	
  fold_build2_loc	
  (loc,	
  TREE_CODE	
  (t),	
  type,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  negate_expr	
  (tem),	
  TREE_OPERAND	
  (t,	
  1));	
  
}

Getting Coverage

get me here



get me here

what to 
enter here?



Infinite Monkey Theorem



Test Generation
Static analysis and symbolic test generation 

• …work well at the unit level 

• …but miss the surrounding context 

System test generation 

• …generates real executions 

• …but misses features at the code level
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if (angle = 47 ∧ power = 532) { … }
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Selection and Ranking



“xb3#ru78^^&1jä”

if (angle = 47 ∧ power = 532) { … }

“xb4%ru786234jä”“xb3#ru786234jä”

angle = 51

angle = 48

angle = 47

Selection and Ranking
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Testing a C Compiler

CCFuzz C Source Code Compiler



Parsing C Files

n	
  =	
  mult(x,	
  2);

expression

=

variable

n

call

mult x 2



Mutation

n	
  =	
  div(x,	
  2);

expression

=

variable

n

call

mult x 2div
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Recombination

expression
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variable

z << 

y 3

z	
  =	
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Testing a C Compiler

CCFuzz C Source Code Compiler



Evolved C Input
int	
  main()	
  {	
  
	
  	
  	
  	
  double	
  var0	
  =	
  -­‐474411016.5983948;	
  
	
  	
  	
  	
  double	
  var1	
  =	
  var0;	
  
	
  	
  	
  	
  var1	
  /=	
  (var0	
  +	
  842286918.0743376	
  *	
  var0)	
  +	
  1757571303008385195L;	
  
	
  	
  	
  	
  unsigned	
  long	
  var2	
  =	
  7608230537870159477UL;	
  
	
  	
  	
  	
  var2	
  *=	
  var2	
  *	
  var2;	
  
	
  	
  	
  	
  int	
  var3	
  =	
  -­‐1522999176;	
  
	
  	
  	
  	
  for	
  (;	
  var3	
  <=	
  -­‐1522999137;	
  ++var3)	
  {	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  var1	
  =	
  var1	
  /	
  -­‐3315559715349753910LL	
  /	
   
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  (var3	
  &	
  7709094732231684709ULL)	
  ==	
  -­‐1854837480	
  /	
  2075989423U;	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  unsigned	
  long	
  long	
  var4	
  =	
  17274394483946351480ULL;	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  int	
  var5	
  =	
  1690262972;	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  var5	
  +=	
  (4	
  /	
  var4	
  %	
  var2	
  &	
  8151340956687106979ULL)	
  >=	
  36423	
  /	
  -­‐24124	
  %	
  120;	
  
	
  	
  	
  	
  }	
  
	
  	
  	
  	
  int	
  var4	
  =	
  1979470929;	
  
	
  	
  	
  	
  var4	
  |=	
  var3	
  -­‐	
  -­‐4708;	
  
	
  	
  	
  	
  signed	
  char	
  var5	
  =	
  22;	
  
	
  	
  	
  	
  unsigned	
  char	
  var6	
  =	
  7;	
  
	
  	
  	
  	
  var5	
  =	
  var5	
  +	
  var6;	
  
}



Domain Code

🚘 📱🚊✈️💻
CCFuzz C Source Code Compiler
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<math> 
 <mrow> 
   <munderover> 
     <mo>&sum;</mo> 
     <mrow> 
       <mi>x</mi> 
       <mo>=</mo> 
       <mn>1</mn> 
     </mrow> 
     <mi>n</mi> 
   </munderover> 
   <mrow> 
     <apply> 
       <power/> 
       <ci>x</ci> 
       <cn>2</cn> 
     </apply> 
   </mrow> 
 </mrow> 
</math> 

XML Tests
nX

x=1

x

2



XML Tests<math> 
 <mrow> 
   <munderover> 
     <mo>&sum;</mo> 
     <mrow> 
       <mi>x</mi> 
       <mo>=</mo> 
       <mn>1</mn> 
     </mrow> 
     <mi>n</mi> 
   </munderover> 
   <mrow> 
     <apply> 
       <power/> 
       <ci>x</ci> 
       <cn>2</cn> 
     </apply> 
   </mrow> 
 </mrow> 
</math> 



Domain Inputs

🚘 📱🚊✈️💻
XMLTest XML Input Tested System
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CC Tests

int main() { … }

XML Tests

GUI Tests Web Tests
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Test Coverage
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50 %
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CC Tests

int main() { … }
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Martin Burger, Valentin Dallmeier, Andreas Zeller







Test this!

Test

Subscribe4309	
  2341	
  6539	
  231

TestTestwww.facebook.com

http://www.facebook.com
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CC Tests

int main() { … }

XML Tests

GUI Tests Web Tests



Checking Results

Crashes

Assertions

Regressions



Crashes

If the system detects an error, we do so, too



Assertions



Assertions
class RedBlackTree { 
  … 
  boolean repOk() { 
      assert (rootHasNoParent()); 
      assert (rootIsBlack()); 
      assert (redNodesHaveOnlyBlackChildren()); 
      assert (equalNumberOfBlackNodesOnSubtrees()); 
      assert (treeIsAcyclic()); 
      assert (parentsAreConsistent()); 
!
      return true; 
  } 
}

Test generators aim for branch coverage – 
and thus aim for falsifying assertions



Regression

Compare with earlier or alternate version

nX

x=1

x

2
nX

x=1

x

3



Compare Compilers

CCFuzz GCC Executable

Intel

LLVM

Executable

Executable 0

0

1✘
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Layer Oracles

Java code

System interface (XML, etc.)

C code



Layer Oracles

int f(int x) { return 2 * x; }  
void h(int x, int y) { 
 if (x != y && f(x) == x + 10) 
   abort();  
}

Java code

System interface (XML, etc.)

x = 20, y = 1
x = 20, y != x

sx = “20”

in = “<x>20</x>”



Layer Oracles

Java code

System interface (XML, etc.)

C code
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CC Tests

int main() { … }

XML Tests

GUI Tests Web Tests

Evolutionary Algorithms

Create 
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but can these 
ever be invoked 

from here?

static analysis 
may detect 
errors here…

Software is manifold


